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Introduction

With each new version of Windows comes a new version of Internet Explorer, and in the case of Windows 7, it's
IE 8. (One of these days all Microsoft's numeric product names might actually line up, although if that ever does
happen, it could mean the end of the world is near.) What does the Windows 7 administrator or planner needs
to know about the new IE? In this short white paper we take an initial look at the following topics.

e Compatibility View

e Windows XP Mode

e |nPrivate Browsing

e InPrivate Filtering

e Accelerators

® Protected Mode

e Cross-Site Scripting Filter

e SmartScreen Filter

e Group Policy Settings

e Tab-Based Extension Isolation

1. Compatibility View Settings

As usual with a new version of |E, some web sites and intranet sites don't display their pages properly with the
new browser, in some cases because these sites were written with the idiosyncrasies of IE7 in mind.

Microsoft has provided something called “IE Compatibility View" to address this concern. This feature, whose
torn-page icon appears on the |E8 toolbar (see Figure 1), lets a user put IE8 into an |IE7-standards mode to cor-
rectly display pages written for IE7. IE remembers which domains you choose to display in compatibility view
and will show them that way in the future.
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Moving to the IE8 Tools menu, we can change the default [[Compatibility View Settings E=
compatibility view settings. We can add a specific website;
view a list of previously-added websites; and, via some
checkboxes at the bottom, change IE8's default behaviors
(see Figure 2). Add this website:
|

[> & ‘ou can add and remove websites to be displayed in
& Compatibility View.

The first box, “Include updated website lists from Micro- Skt posier e by Bowetioter Vow:
soft,” instructs IE8 to receive lists of sites that benefit from| | | gobaknowiedae.com

being displayed in compatibility view. These lists come

via the Windows Update facility. The second box, “Display
intranet sites in Compatibility View," lets you change the
default behavior for internal websites, which is for com-
patibility view to be turned on. And the last box lets you
force compatibility view on for all websites; the default :
is for public Internet sites, as well as locally-stored HTML Indlude updated website lists from Microsoft
files, to display in IE8 standards mode. 7] Display intranet sites in Compatibiity View
Display all websites in Compatibility View

| Close |

As usual with Windows these days, you can make these
settings for your Active Directory network by using Group
Policy. If we look at the Group Policy console and navigate  figure 2: You can customize IE8 Compatibility View.
to User Configuration, Windows Components, Internet

Explorer, and Compatibility View, we can see the various

Group Policy settings so that network administrators can deploy whatever settings they think most appropriate
— including specifying a list of sites that should be viewed in compatibility view.

2. Windows XP Mode (if You Need To Go Back to IE6)

If the 1E8 compatibility view doesn’t solve your page-viewing problems, you can go even further back in time by
running a Windows XP Mode session and executing IE6 or IE5.5 or any browser that can run under Windows XP.

Microsoft has provided Windows 7 users with a way to run a virtual Windows XP session inside of Windows

7. Microsoft calls this “Windows XP Mode"” or, sometimes, “Virtual XP Mode.” But it's different from the usual
Virtual PC product in that you don't have to run a separate virtual machine desktop in order to run a program
in Windows XP Mode, plus you don’t have to buy a license for Windows XP. (Of course if you want to run a full
virtual machine desktop, you can do that too.)

This capability doesn't exist “out of the box.” You have to install it by downloading VirtualWindowsXP.MSI for
free from Microsoft's website. It only works with Windows 7 professional, ultimate, and enterprise.

If you install a program into the Windows XP Mode environment, the program also shows up on the Windows 7
Start menu (see Figure 3). You can even move around the Start menu shortcut so that the program is positioned
wherever in the menu structure you want it. Of course your old browser program won't start as rapidly as a na-
tive Windows 7 program due to the overhead of Windows XP Mode.
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3. InPrivate Browsing

InPrivate browsing is an “opt-in” IE8 feature designed to prevent information about the user’s browsing activi-
ties from being stored on the local machine. When a user chooses this mode of browsing, IE8 does not store
history, does not cache Web pages or page objects, does not retrieve stored cookies, does not create any perma-
nent (“persistent”) cookies, and does not permit the use of any browser helper objects.

The IE toolbars are also disabled in this mode, to prevent any custom functionality that a third-party toolbar
might have for storing user information in a way that IE8 doesn’t know about.

£ Windows Media Center
_ Windows Media Player

21 Windows Update
builtinadmin

-, XPS Viewer
. Accessories
. Camtasia Studie 7 i
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. Windows Virtual PC
(=1 Windows Virtual PC Computer
=N Windows XP Mode
, Windows XP Mode Applications Control Panel
ﬁ Crystal 30 IMPACT! Pro (Windov
71 Internet Explorer Devices and Printers
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 WinRAR Default Programs
| 4 Back | Help and Support
| Search programs and files g |

Figure 3: You can run IE6 using Windows 7's XP Mode.

The InPrivate browsing mode is not the default behavior, but the user can select it from the Safety menu or by
clicking the relevant link when opening a page in a new tab. When selected, the browser's appearance changes
(see Figure 4).
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InPrivate Browsing helps prevent Internet Explorer from storing data about your
browsing session. This includes cookies, temparary Internet files, history, and other
data. Toolbars and extensions are disabled by default. See Help for more
information.

Toturn off InPrivate Browsing, close this browser window.

Done €0 Internet | Protected Mode: Off 4 > ®10% -~

Figure 4: InPrivate browsing makes its status known by a big indicator near the address bar.

While InPrivate browsing has clear benefits for travelling users who may be using a public PC, for example at

an airport, this new privacy feature is actually not an unambiguous benefit for network managers. It's handy to
protect individual privacy if you have a situation where, say, multiple users work on the same PC. However, it
can work against you if an employee commits a crime, sells confidential information, etc. and law enforcement
has to get involved; and this mode may also reduce barriers for employees to use company systems for private
purposes. You can weigh the pros and cons of InPrivate browsing and control it in your network via Group Policy.

4. InPrivate Filtering

InPrivate filtering, as opposed to InPrivate browsing, is designed to prevent websites and third-party content
providers from tracking what websites and pages a user has visited, for example to create a browsing history
profile in order to provide focused advertising. (The notion that blocking cookies is sufficient to disable such
data gathering has become, unfortunately, quaintly naive.)

Copyright ©2010 Global Knowledge Training LLC. All rights reserved. 5



The way InPrivate filtering works is by detecting repeated content - such as, for example, one of those famous
single-pixel GIF images, or a small script - across multiple visited sites (the default is 3) and giving the user the
choice to block that content. You can control the settings for InPrivate filtering by clicking the icon at the lower
right of the IE8 status bar and choosing “settings” (see Figure 5). (The settings are also available via the Safety
menu.) These settings can also be controlled in an Active Directory environment via Group Policy.

InPrivate Filtering settings @
£l InPrivate Filtering
* When you visit multiple websites that contain content from the same provider, such as a
map, advertisement, or web measurement tools, some information about your visits might
be shared with the cortent provider. I you choose to block contert, portions of the
websites you visit might not be availabla.
Automatically block {hooge cortent to block | Off
- Contert provider Status Used by - Contert -
googlesyndication.com  Undecided [AMlowed) 20 sites show_ads js
googlesyndication.com  Undecided (Allowed) 20 sites render_ads js
doubleclick net Undecided (Allowed) 20 sites ads 4
google-analytics.com Undecided (Allowed) 7 stes __utm.gif |
google-analytics.com Undecided (Allowed) 30 stes aajs - |
| « m 3 |
More information from this content provider Allow | | Block |
10 ~| Show contert from providers used by this number of websites | Refrash |
you've visited. (3-20) =
Advanced settings
Leam more about InPrivate Filtering oK ] | Ganicel

Figure 5: InPrivate Filtering settings let you block individual content providers.

5.Accelerators

Accelerators are a particular type of IE add-on that is
very handy for IT pros and end users alike. They allow
you to highlight a section of text on a web page and
then click an "accelerator” icon (see Figure 6), which
will send the highlighted text to any of several useful
websites, such as a mapping service, a search service,
Wikipedia, and so forth. Basically, what accelerators do
is to save the user having to perform a copy operation,

manually open a new tab, navigate to a service provider

(e.g., search), and manually perform a paste operation.

g with Global Knowledge. We offer Microsoft courses for skills
indows 7, Windows Server 2008, 3QL Server, Exchange

2. Why choose [ el e =ee=7 According to customer

Jr Microsoft training students » NDU’J@(E another Global

ten students feel their job perfor e will increase by 20%

 training.
: 53 Blog with Windows Live

E-mail with Windows Live

Popular Courses o M oA
Boot Camps ap with Google Maps
MCITP: Database Administrator,| 4 Search with Google
Camp Z :
MCITP: Enterprise Administrator ag Translate with Bing
MCITF: Enterprise Messaging Ad All Accelerators »

Cam|, M_-_3_|
MCITP
MCIT?': Se

wver Administrator Boof Camp
rver and Enterprise Administrator Combo Boot

Figure 6: Click the blue “accelerator” arrow to open a
new context menu.
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IE8 comes with a few accelerators already installed, but there are a couple dozen that you can add by visiting
the Microsoft add-ons web page. They are small and so they install almost instantaneously. You can even write
your own accelerators if you want to; they're basically XML files that tell the browser what to do when you

choose the accelerator.

6. Protected Mode

IE8's “protected mode” adds a level of security by
putting IE into a “sandbox” so that scripts, applets,
ActiveX controls, etc., hosted by IE cannot write to any
part of the local hard drive except the browser cache
(“Temporary Internet Files”), which is considered a
“low-integrity location.” What's actually happening
behind the scenes is that IE8 goes through a “broker
process” to interact with Windows 7.

Now technically, it's not quite correct to say that
protected mode forbids any writes outside of the
browser cache. It will actually redirect attempts to
write to high-integrity locations. That is, Windows 7
will intercept the write operation and re-route it to a
“VirtualStore” folder in the current user’s profile. This
redirection is known as “file and registry virtualiza-
tion” and it has been around since the first release of
Windows Vista.

You can't use this protected mode if you've turned
off User Account Control, because Protected Mode
depends on UAC. (This is also why you can't use pro-
tected mode if you install IE8 on Windows XP.)

[7 ]S

General | Security | Privacy | Content | Connections | Programs | Advanced

Internet Options

Select a zone to view or change security settings,

@ 4 v O

Intermnet  Local intranet  Trusted sites

B e, |

This zone is for websites that might
damage your computer or your files,

Sites

There are no websites in this zone,
Security level for this zone
Allowed levels for this zone: High
High
- Appropriate for websites that might have harmful
content

- Maximum safeguards
- Less secure features are disabled

/| Enable Protected Mode (requires restarting Internet Explorer)

| Custom level... Default level

[ OK. J | Cancel |

Figure 7: Protected Mode works on a per-zone basis.

Protected mode is a per-zone setting. By default, protected mode is enabled for the Internet zone and the
Restricted Sites zone, and disabled for the Intranet and Trusted Sites zones. You can change the default settings

interactively (see Figure 7) or via Group Policy.

7. Cross-Site Scripting Filter

Cross-Site Scripting attacks, or XSS to the cognoscenti, have become a common evil by-product of the Web's in-
herent mix-and-match character. They may even be more prevalent now than the buffer-overflow vulnerabilities
that have received so much press over the years.

Without going into a lot of detail, suffice it to say that XSS attacks can involve the hijacking of cookies, capture
of user keystrokes (including username and password information), and other nasty activities. Malicious code
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can run within the security context of a page from a separate site. (Note that this is different from phishing,
which IE8 addresses with the SmartScreen filter discussed below.)

The IE8 XSS filter attempts to recognize when a script has been injected into HTML from a separate site, and to
neutralize that script while permitting the “safe” part of the web page to operate normally. This filter is on by
default, and you can get to the setting via the custom security options for a specific zone.

8. SmartScreen Filter

IE7's “phishing filter” has received a freshening for IE8, as well as a new name. The SmartScreen filter is reputed
to be faster. The user interface is a bit more alarming, painting the address bar red if a user tries to visit a known
phishing site, and it now offers to bounce the user over to his or her homepage (see Figure 8). SmartScreen also
encrypts its communications with Microsoft's databases of evil sites, and the company claims that it does not
store visited site details with the user’s IP address.

& Reported Unsafe Website: Mavigation Blocked - Windows Internet Explorer = IE'
. | % @ | hitpi/ e us,com/ceco v (k3 afe Website | #+ | | =4 Google x>
«|® [ hitp:/ /s ballonplus.com - Unsafe Website | ¢ | x| [*] Goog o -
g Favorites | 93 ,é Suggested Sites = @ | Web Slice Gallery »
/& Reported Unsafe Website: Navigation Blocked ’%?? * B v & mm ~ Pagev GSafetyv Tools~w 9'

This website has been reported as unsafe

www.ballonplus.com

We recommend that you do not continue to this website.

@ Go to my home page instead

This website has been reported to Microsoft for containing threats to your
computer that might reveal personal or finandal information.

& More information

9 Internet | Protected Mode: Off g v H|100% -

Figure 8: There's not much doubt when SmartScreen flags a phishing site!

But perhaps more significant for the general Windows 7 user is the extension of SmartScreen beyond identity-
theft detection to include malware detection. SmartScreen’s detection is URL-based, whereas the detection
used by Windows Defender, Security Essentials, and most third-party products is signature-based. Given that the
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Web is a major source of malware, it might not hurt to have two different protection techniques working for us.
Having said that, | would never recommend relying entirely on SmartScreen - you still need conventional anti-
malware and anti-virus tools.

Note that you can configure security for the Trusted Sites category to disable the SmartScreen filter for trusted
sites.

9.1ES Group Policy Settings

By now, most organizations using Active Directory have discovered the power and convenience of Group Policy
for managing the Windows network. IE8 integrates with the Windows 7 client’s participation in the Group Policy
scheme. In fact, IE8 in Windows 7 brings more than 100 new Group Policy settings to the table.

For example, a Group Policy administrator can:
*  Turn Compatibility View on or off
e Control the use of Compatibility View on intranet sites
e Specify a list of sites that should be viewed with Compatibility View on
e Disable InPrivate browsing
e Disable InPrivate filtering
e Set the default number of third-party items that will trigger InPrivate filtering
e Configure all Windows 7 clients so users can’t bypass SmartScreen filter warnings
e Turn SmartScreen on or off for all users in an OU, site, or domain

Microsoft has added a number of Group Policy settings for the Favorites Bar and the Command Bar, too.

Most of the settings that Windows 7 administrators will use live in the "Administrative Templates” node of ei-
ther the machine or user half of the policy console (see Figure 9). However, the Internet Explorer Administration
Kit (IEAK) settings are still available in the “Windows Settings” node (see Figure 10).
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Figure 9: The bulk of the IE8 Group Policy settings are under “Administrative Templates.”
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Figure 10: The venerable IEAK settings may be found under the “Windows Settings” node.
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10.Tab-Based Extension Isolation

It's been awhile since an IE crash locked up Windows completely. Microsoft has gotten better about isolating IE
failures from the underlying operating system since the bad old days of Windows 95 and the crash-prone “Ac-
tive Desktop.” (Software integration isn't always a good thing.)

However, with the introduction of tabbed browsing in IE, a similar problem reared its head: a crashed extension
would commonly lock up all tabs in a given IE7 window, making the convenience of having multiple open tabs

into a double-edged sword. Personally, | got into the habit of not using tabs at all, and just opening a separate

window for each Web page. At least this way, if IE crashed, | only lost one page and not eight!

In IE8, Microsoft has isolated browser extensions on a per-tab basis, so an extension crash in one tab shouldn't
affect other tabs. If this works as advertised, it will make me much more inclined to use tabs... and less inclined
to advise users to avoid them in order to minimize the inconvenience of extension crashes.

Conclusion

There are, of course, other IE8 features that we haven't touched on in this brief paper. For example, Microsoft
has made some performance enhancements for websites using AJAX (Asynchronous JavaScript And XML). And
IE8 makes a stronger effort at honoring CSS (Cascading Style Sheet) standards for page layout. There are also
new search capabilities built into the IE8 address bar: as you type, IE8 will perform a Windows 7-style real time
search of your favorites, history, and RSS feeds. And there are color-coded “tab groups” to help you manage IE
when you have lots of tabs open and some of them were opened from particular pages. And there are features
that are useful for Web developers, too, which we didn't discuss here. However, the ten topics presented here
get my vote for what every Windows 7 administrator should know about the new version of IE that Windows 7
brings to the table. (Or, rather, to the desktop.)

[ earn More

Learn more about how you can improve productivity, enhance efficiency, and sharpen your competitive edge.
Check out the following Global Knowledge course(s):

Administering and Maintaining Windows 7 (M50292)
Microsoft Windows 7 Fundamentals: End-users Training(600076W)
Planning and Managing Windows 7 Desktop Deployments and Environments (M6294)

For more information or to register, visit www.globalknowledge.com or call 1-800-COURSES to speak with a
sales representative.

Our courses and enhanced, hands-on labs and exercises offer practical skills and tips that you can immediately
put to use. Our expert instructors draw upon their experiences to help you understand key concepts and how to
apply them to your specific work situation. Choose from our more than 1,200 courses, delivered through Class-
rooms, e-Learning, and On-site sessions, to meet your IT and business training needs.
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